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Substantive Knowledge:
> Understanding the principles of cryptography, including encryption and
decryption techniques like Caesar Cipher and Pigpen Cipher

Distributed Denial of Service (DDoS) attacks, phishing, pharming, and social
engineering

> Definitions and characteristics of malware, including Trojan Horses and their
impact on computer systems

> Exploring including LAN (Local
(Wide Area Network), and their applications.

> The purpose and function of networking devices, such as routers and firewalls,
in securing and managing data transmission

k) and WAN

Substantive Knowledge:
> Understanding what a database is and how it stores, organizes, and manages.
data lectronically

Substantive Knowledgs
> Bitmap images are composed of a grid of pixels, with each pixel representing a
specific color

Substantive Knowledge:
> Definitions of brand awareness and its importance in customer recognition and
recall

Substantive Knowleds

Substantive Knowleds

> Definition and purpose of HTML (Hypertext
S5 (Cascading Style Sheets) for styling
ML

> Understanding business risk and business reward, 8 pact on

> The role of a competitor and how businesses compete for market share
>The use of logos and slogans to promote a brand and ensure customer

> The difference between primary research (e.g., surveys and focus groups) and

8 > The role of Wi-Fi s a wirel i 0
Substantive Knowledge/ |ikaRARERILEAY
Disciplinary Knowledge

oi Knowledge:
> Applying encryption techniques like the Caesar Cipher to secure data and

its use in connecting

its implications

Point) as a key feature that differentiates

of a target audience and its role in marketing and product design

purposes of . records, primary |> Color depth determines the range of colors in an image, measured in bits per pixel

kevs, and Qove\gn keys > Compression reduces image file size, with options for lossy (data removed) or decision-making in entrepreneurship
relational databases, which data ntolinked
lab\es >Meta data in image files includes details like resolution, dimensions, and color
queries for extracting specfc dat: parameter quer pth for pr retention
prompt users for criteria > Pixels are the smallest elements of a digital image, forming the building blocks of
> Features and (ERD) to ol (e.g., published
structures and relanonsmps > of and shapes, of aUsP
and applying rules & losing quality 2 product from compettors
> lossless and their eff

> File formats like CSV (C p: ) e e size

tabular data

q
> Resolution is & messure of mage clarty, ften described i pixes per nch (PPI)

> Tools like Microsoft Access
> The use of wildcards n database querie fo loxble and powerul carching

> Evaluating the impacts and risks of cyberattacks on individuals and
organizations and understanding preventive measures

> Analysing network structures to determine the differences and uses of LANs
and WANs in different scenarios.

> Setting up and securing network connections using devices such as routers and
firewalls to ensure data protection

> Identifying social engineering techniques and their psychological basis to
develop strategies to recognize and counteract them
> Investigating real-world case studies of phishing and pharming attacks to

> Using cutout tools toremove baCKarounﬂs and unwanted elements from images

>The use of infographics to present data and information in an accessible and
visually appealing way

Disciplinary Knowledge:

> Conducting market research to gather insights about customers and

<head>, and <body>
> The function of tags, such as <p> for paragraphs, <img> for embedding images, and <a> for
creating hyperlinks

> Attributes of HTML elements, such as src and alt for the <img> tag, and href for the <a> tag

> The role of web browsers (e.g., Google Chrome, Mozilla Firefox] in rendering HTML content for
> opening and closing tags
proper structure

> Features of text editors, such as syntax highlighting and live previews, for writing and testing web
code

and end of HTML elements for

> Countdown timers

> Definitions of h as sprites, tilemaps, ,
and their role in game development

including essentialtags like <IDOCTYPE>, <htmi>,  [> The function of action buttons and directional buttons in controlling characters and
navigating gameplay

d t o dto d track

progress in games.
>The role of a game engine in providing tools for physics, graphics, sound, and overall
game development

tactile

its ol g
responses

> The concept of level design, including objectives, layouts, and challenges, to create
engaging gameplay.
> The use of programmable hardware like the Kitronik Arcade to create and test games.

> The use of website navigation, including menus and links,

bpage
Disciplinary Knowledge:

d objects in 2D games

> Creat

ing tlemaps o desgn game enuronments and arranging tes fo acsthetc and

functional purposes
> Developing and balancing win conditions to ensure fair and challenging gameplay

ppl inimage competitors, and ' findings to inform business decisions > Structuring an HTML document correctly, using the required tags and hierarchy for readability and

> Greating with appropr or toensure  [image > Designing logos and slogans to create a unique identity for a product or service | functionality
uniqueness and accuracy > Using retouch tools to correct imperfections and enhance specific areas of an > Evaluating business risks and rewards to determine the viabilty of > Embedding images with the <img> tag and ensuring accessibility It attriby
> Applying to restrict data input o the [image, entrepreneurial ideas > Creating functional hyperlinks using the <a> tag and href attribute to link to webpages or
database Understanding and utiizing compression methods quality > Creating resources

> Usingaueres and parameer queres 0 extract meaningul dataand analzei | stoage neecs ina busines context > Styling a webpage with CS5 to enhance visual appeal, including font styles, colors, and layout

> Designing > Creating images d choosing > USP of a product it from adjustments

structures appropriate e formats (.2 bitmap v, vector) competitors in marketing campaigns > Testing and debugging web code using web browsers and text editors

> Exporting and importing data using file formats like CSV, p nd using taols like Pixir X, including cropping, > p g considering > Capturing progress or issues using taols like the Snipping Tool

with different systems adjusting colors, and adding effects preferences, and behaviors >D d implementing Iy move

> Using
> Test

provide feedback and trck player performance
g game engines to implement features like lighting, sound effects, and physics
g games on platforms like Kitronik Arcade, terating based on player feedback

> Crafting immersive game experiences by designing engaging levels and using tools like:
countdown timers to increase tension

Cross Curricular Links Computer Science

Media
It

Business

Computer Science

Computer Science
Games Development

Topic 2
Glossary

T 1
Vocabulary o

Glossary

Topic 3 Topic 4

Glossary

Glossary

Topic 5

Glossary

Topic 6

Glossary

Topic 7

Glossary

Topic 2
Glossary

Topic 8

Glossary

Assessments Topic 1 SPA

Topic 4 SPA
Babras Online Test

Topic 4 SPA
Topic 5 SPA

Topic 5 SPA

Topic 6 SPA

Topic 7 SPA
Topic 8 SPA



https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/EWptBTj9r9dFrnPl7v9cE9MBoKZ_H0IepbqmFkDZNgwPQw?e=C0IVJv
https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/EU81WHfms-9EgujZu0fKwfQBfeeM3XGm2cihl9kxSd3gww?e=jhu1R2
https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/EZ-bMQ2q-SZAm44vnVNqjVkBKrKr87thfUiVUJiRXczIEg?e=Z0tySN
https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/EcIXLdUj33tIqsRGMFJSU8EBjDObD6LP0Co-iALS7XowDQ?e=VpudbO
https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/EazLbIVWL9RBojW3jZVOJa8B_GKHbJSq360aS47ismpsXA?e=46NIop
https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/EU81WHfms-9EgujZu0fKwfQBfeeM3XGm2cihl9kxSd3gww?e=jhu1R2
https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/EWbWa5aG2vRBgGxCNXZsi3sBGCVgJCFzxM6bhHyAf5gEGg?e=zDDv2W
https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/EZCxPExx4QZOvdnx6lJtpnMBfTpRq0o0d1SNdOGw6Rwblw?e=PbkkWK
https://stwacademy.sharepoint.com/:x:/s/STW_Subjects_CP/Ed8QFXY9hNdGpSNkAkUT8g4B_BWU8OqiYKXPTZILvWP7SQ?e=Hj0sbX

